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Cybercrime big picture

Financially motivated attacks
dominate

Cybercrime (for profit) remains the largest
portion of incidents. In many incident

response engagements, well over 75 % are
driven by e-crime motives (ransom, fraud, 

theft)

Credentials and brute force
Attacks via weak or reused passwords are

common – credential stuffing and RDP brute-
force remain effective against organizations
without multifactor authentication. Stolen 

credentials from data breaches or info-stealer
malware fuel many intrusions

Fragmentation of groups
Law enforcement takedowns (of infrastructure

or arrests) lead to splinter groups and rebrands
rather than eliminating threats. The cybercrime

ecosystem adapts, ensuring a continuous
barrage of new malware strains and threat actor

aliases
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Cybercrime big picture

Criminal innovation
Attackers rapidly adopt new tech and 

strategies from using AI chatbots to craft 
phishing lures to exploiting emerging

platforms (e.g. attacks via collaboration tools, 
deepfake scams in video calls)

Fragmentation of groups
Law enforcement takedowns (of infrastructure

or arrests) lead to splinter groups and rebrands
rather than eliminating threats. The cybercrime

ecosystem adapts, ensuring a continuous
barrage of new malware strains and threat actor

aliases

4 | ©2025 Trend Micro Inc.



5 | ©2025 Trend Micro Inc.

AI Malware?

Tools like “PromptLock” (NYU proof-of-concept) 
show that LLMs can generate basic malware
building blocks — but not full attack chains

Current AI models do not autonomously create
functional malware: no payload delivery, 
persistence, lateral movement, or command logic

There is no sign of "autonomous malware
development" — LLMs lack intent, context
awareness, and execution logic

Risk comes from lowering the entry barrier —
less-skilled actors can build scripts faster, but not 
smarter

https://cyberscoop.com/ai-ransomware-pro mptlock-nyu-behind-code-discovered-by-secu rity-researchers/
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Step 1: the right victim
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Size doesn’t matter

800 employees 24x7

Cloud

production

No SOCusage
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Most-seen initial access techniques

Internet-facing 
misconfigs

Open RDP,
lack of MFA

Phishing
Targeting 

credentials

Social 
Engineering

Targeting data, 
credential resets, 

support scam

Internet-facing 
vulnerabilities

Notably VPN 
gateways



9 | ©2025 Trend Micro Inc.

Chronology
11/2023 Spear Phishing of a marketing employee
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Chronology
11/2023 Spear Phishing of a marketing employee

01/2024 Offering access via marketplace
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Initial access often outsourced 
to access brokers

Source: Bridging Divides, Transcending Borders: The Current State of the English Underground.
Trend Micro, January 2025

Sample Offering One-time 
cost US$

Chemical manufacturer in Israel $2,000

Billion-dollar company in Australia $20,000

Government agency in South Korea $500

Electricity, oil & gas production co. $20,000

Healthcare company in Maryland $600
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Important counter measures

Internet-facing 
misconfigs
Active Posture 
Management

Phishing
Proper Email 

Security (BEC)

Social 
Engineering

Awareness Trainings 
incl. Social 
Pentesting

Internet-facing 
vulnerabilities
Active Vulnerability 

Management
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Important counter measures (cont.)

Bad Websites
Proper Web 

Controls (e.g. block 
of uncat. sites)
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Step 2: the implementation
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Chronology
11/2023 Spear Phishing of a marketing employee

01/2024 Offering access via marketplace

03/2024 Access via Citrix VDI Farm, disabling protection
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Impair defenses
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Lateral Movement
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Chronology
01/2024 Spear Phishing of a marketing employee

03/2024 Offering access via marketplace

03/2024 Access via Citrix VDI Farm, disabling protection

03/2024 Creation of further persistences on unprotected clients, credential dump and data exfiltration
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Remote Access
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Password hash cracking is now faster/cheaper

8846F7EAEE8FB117AD06BDD830B7586C
E10ADC3949BA59ABBE56E057F20F883E
B7E0F58E067DC79A3EED1C68476C681C
682C99035B38A3B9A9F40D369D42F482
B0D32D0DA05AEBE8706F7DF6B1D58E4F
3328f34bd5d9e61fcbc97a8809492848
2a86a9e0313b84a8ccd94a36ee99f7fa
25fd70cd5ae456a1c76cf0db0f1529d4
1559133a36298127a58cd505965b0f64
0aa4a26fd4db4bea7628f49bf93189bd
231fa9239f4c574f1647c81b97e01ad4
2939ac78ab4c90bf99a3891ce09395fd

Windows Password Hashes 
obtained by an attacker

Crack hashes to plaintext for use 
in web apps, VPN logins, etc. 

“Pass the hash”  uncracked 
for various Windows protocols

Hash cracking used to take time…
and expensive GPUs…
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A $30K Hash 
Cracking Rig… 

+

Or do it for 
$0.29 using

NPK
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Chronology

01.04.2024 Various notifications by Trend Micro, as well as outgoing phishing and BEC

01/2024 Spear Phishing of a marketing employee

03/2024 Offering access via marketplace

03/2024 Access via Citrix VDI Farm, disabling protection

03/2024 Creation of further persistences on unprotected clients, credential dump and data exfiltration
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Chronology

02.04.2024 Encryption of data

01.04.2024 Various notifications by Trend Micro, as well as outgoing phishing and BEC

01/2024 Spear Phishing of a marketing employee

03/2024 Offering access via marketplace

03/2024 Access via Citrix VDI Farm, disabling protection

03/2024 Creation of further persistences on unprotected clients, credential dump and data exfiltration
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Encryption
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Encryption
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Chronology

02.04.2024 Incident Response

02.04.2024 Encryption of data

01.04.2024 Various notifications by Trend Micro, as well as outgoing phishing and BEC

01/2024 Spear Phishing of a marketing employee

03/2024 Offering access via marketplace

03/2024 Access via Citrix VDI Farm, disabling protection

03/2024 Creation of further persistences on unprotected clients, credential dump and data exfiltration
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Important counter measures

24x7 SecMon
Threat Detection 

Monitoring & 
Alerting

NDR

Network Detection 
& Response 
(PS,LA,DL)

EDR
Endpoint Detection 

& Response 
(ID,RA,CD,PtH,ENC)

Tamper Prot.
Endpoint Security 
Agent Protection
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Step 3: lessons learned
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Lesson 1

Assume breach
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Assume Breach

Foster transparency: Collect and analyze telemetry & logs centrally

with 24x7 alerting

Define, test and optimize incident plans: Keep your incident

processes up to date and be aware of the steps required

Backup, Backup, Backup: Be prepared for full restoration; keep in 

mind to do offline backups and test the restore frequently
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Lesson 2

Don‘t leave the front door open
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Predict from attacker’s point of view

Find entry points

1

Query potential 
lateral movement paths

2

Filter paths 
to crown jewels

3

High-risk 
server

Threat 
detected 

device

Device

Server

Server

Identity

connects

Critical 
assets

has permission to
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Lesson 3

Processes



34 | ©2025 Trend Micro Inc.

Processes

Know your processes: Who, how and when will be alerted by the SecOps
team? Take in consideration to do a „kill switch“ of a production
chain/facility

Test your processes: Conduct frequent critical incidents by red

teaming activities incl. test restoration e.g. of a whole AD forest

Update your processes: Embrace continuous learning of test results 

and implement the improvements
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